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$ whoami



What are SBOMs?



Why now?



What are SBOMs used for?



              Analysis              Distribution              Generation



Generation



Expectation

• Run one of the many tools 
• Get a valid SBOM 
• Move on 
or 
• Download SBOM from GitHub

$ some-tool \ 
-i requirements.txt \ 
-o final.cdx.json





SBOM Generation Steps

    Consolidation    Enrichment    Augmentation    Creation   



The format war



from



from





The tools



Generic



Domain specific tools



Transitive vs. primary 
dependencies





Source vs. Build 
SBOMs



But wait...there's more



Product SBOM

Project SBOM(s)

Component SBOM(s)

Smart Thermostat

Backend IoT Device

Python SBOMNode SBOM Docker SBOM Rust SBOM

Project SBOM Project SBOM



But what about security?



Distribution



Handling SBOMs today feels like managing 
source code in the 90s, with patches sent 

over email. 



Vendor 1

sbomify

Vendor 2 Vendor 3

Buyer 1 Buyer 2 Buyer 3

SBOM(s)

SBOM(s)

SBOM(s)

Compliance Audit
Security Audit

License Audit



Analysis





Big Picture



Product SBOM

Project SBOM(s)

Component SBOM(s)

Smart Thermostat

Backend IoT Device

Python SBOMNode SBOM Docker SBOM Rust SBOM

Project SBOM Project SBOM



OBOM

CBOM SaaSBOM HBOMML-BOM VEX

Product SBOM

Smart Thermostat



State of SBOMs



Q & A



More reading 
• NTIA Minimum Elements 
• Framing Software Component Transparency: Establishing 
a Common Software Bill of Materials (SBOM) (2nd edition) 
• 3nd edition is released shortly 

• SBOM Resources 
• CISA Working Group: SBOM Generation 
• Shameless self plug: sbomify 
• Slides will be available on vpetersson.com/about

Scan for deep dive!

https://www.ntia.gov/report/2021/minimum-elements-software-bill-materials-sbom
https://www.ntia.gov/sites/default/files/publications/ntia_sbom_framing_2nd_edition_20211021_0.pdf
https://www.ntia.gov/sites/default/files/publications/ntia_sbom_framing_2nd_edition_20211021_0.pdf
https://sbomify.com/resources/
https://github.com/CISA-SBOM-Community/SBOM-Generation
https://sbomify.com
http://vpetersson.com/about

