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$ whoami
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What are SBOMs?
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Why now?

— sbomify



What are SBOMs used for?
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Generation
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Expectation

$ some-tool \
« Run one of the many tools - requirements.txt \

- Get a valid SBOM -0 final.cdx.json
» Move on

or

» Download SBOM from GitHub
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SBOM Generation Steps
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The format war
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HOW STANDARDS PROUFERATE:
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The tools
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Generic
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Domain specific tools
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Transitive vs. primary
dependencies
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= O django / django Q Type (/] to search

<> Code I Pullrequests 240 () Actions (@ Security |~ Insights

I Files django / pyproject.toml (&

¥ main Q

Q) felixxm and sarahboyce Updated asgiref dependency for 5.1 release series.

Q Gotofile

‘v Code ’ Blame 68 lines (60 loc) -+ 2.12 KB
.github —

x [build-system]

requires = ["setuptools>=61.0.0,<69.3.0"]

django build-backend = "setuptools.build_meta"

docs :
[project]

extras name = "Django"

dynamic = ["version"]

Js_tests requires-python = ">= 3.10"

O 00 N OO U b W N =

scripts dependencies = [

[axY
(]

"asgiref>=3.8.1",
tests

=
[

"sqlparse>=0.3.1",

=
N

. . "tzdata; sys_platform == 'win32'",
.editorconfig

(SR
H W

flake8

=
un

"Django Software Foundation", email = "foundation@djangoproject.com"},
.git-blame-ignore-revs

(SR
N o

description = "A high-level Python web framework that encourages rapid development and clean, pragmatic design."
readme = "README.rst"
license = {text = "BSD-3-Clause"}
classifiers = [
"Development Status :: 2 - Pre-Alpha",
"Environment :: Web Environment",

.gitattributes

(SR
© oo

.gitignore

N
()

.pre-commit-config.yaml

N N
N =

.readthedocs.yml

N
w

"Framework :: Django",

"Intended Audience :: Developers",

"License :: OSI Approved :: BSD License",
"Operating System :: 0S Independent",
"Programming Language :: Python",

"Programming Language :: Python :: 3",
"Programming Language :: Python :: 3 :: Only",
"Programming Language :: Python :: 3.10",
"Programming Language :: Python :: 3.11",

AUTHORS

N N
(O I N

CONTRIBUTING.rst

N
(o))

Gruntfile.js

N N
0

INSTALL

w N
S O

LICENSE

w
=

LICENSE.python

w
N

"Programming Language :: Python :: 3.12",

"Topic :: Internet :: WWW/HTTP",

"Topic :: Internet :: WWW/HTTP :: Dynamic Content",

"Topic :: Internet :: WWW/HTTP :: WSGI",

"Topic :: Software Development :: Libraries :: Application Frameworks",

w
w

MANIFEST.in

W
=Y

README.rst

w W
o U

eslint.config.mjs

w
~

"Topic :: Software Development :: Libraries :: Python Modules",

w
oo

B
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package.json




Source vs. Build
SBOMSs
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But wait...there's more
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But what about security?
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Distribution
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Handling SBOMs today feels like managing
source code in the 90s, with patches sent
over email.
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Analysis

— sbomify



dependency
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Big Picture
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Product SBOM
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State of SBOMs
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Q& A
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More reading

- NTIA Minimum Elements

- Framing Software Component Transparency: Establishing
a Common Software Bill of Materials (SBOM) (2nd edition)
- 3nd edition is released shortly

- SBOM Resources

« CISA Working Group:_SBOM Generation

- Shameless self plug: sbomity

. Slides will be available on vpetersson.com/about

Scan for deep dive!
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https://www.ntia.gov/report/2021/minimum-elements-software-bill-materials-sbom
https://www.ntia.gov/sites/default/files/publications/ntia_sbom_framing_2nd_edition_20211021_0.pdf
https://www.ntia.gov/sites/default/files/publications/ntia_sbom_framing_2nd_edition_20211021_0.pdf
https://sbomify.com/resources/
https://github.com/CISA-SBOM-Community/SBOM-Generation
https://sbomify.com
http://vpetersson.com/about

