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IANAL



$ whoami



sbomify.com
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EU Cyber Resilience Act 
(CRA)
Obligations started on September 11, 2026 with full force on December 11, 2027



What does this mean?

• Produce SBOMs from all your products 

• Archive said SBOMs for each release 

• Actively monitor your product(s) for vulnerabilities 

• Report actively exploited security issues



This is just the start.





How to generate high 
quality SBOMs?



How not to do it.

$ some-tool \ 
-i requirements.txt \ 
-o final.cdx.json





    Signing    Enrichment    Augmentation    Creation   



- uses: sbomify/sbomify-action@26.10.2 
  env: 
    LOCK_FILE: requirements.txt 
    OUTPUT_FILE: sbom.cdx.json 
    ENRICH: true 
    UPLOAD: false

github.com/sbomify/sbomify-action

http://github.com/sbomify/sbomify-action


Transitive vs. primary 
dependencies



Now what?



A product is made up of 
components
• The real world is complicated 

• Lots and lots of SBOMs 

• Submodules, libraries, shared components





What is a product release?

• Release management is hard. 

• Everyone does it differently





Vulnerability management?

• How do you monitor CVEs?



How do you communicate the 
security posture to customers?
• Trust center?



Use the force, Luke!

• Use your agents for triaging











Questions?
301.vpetersson.com 

viktor@sbomify.com

sbomify.com

github.com/sbomify/sbomify 

github.com/sbomify/sbomify-action

http://301.vpetersson.com
mailto:viktor@sbomify.com
http://github.com/sbomify/sbomify
http://github.com/sbomify/sbomify-action

